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ABSTRACT 

Fog computing has emerged as a 

transformative paradigm in distributed 

computing, enabling data processing, storage, 

and decision-making to occur closer to the 

data source. This shift from centralized cloud 

models to decentralized edge systems brings 

notable advantages in terms of reduced latency, 

improved bandwidth utilization, and enhanced 

responsiveness. However, the proximity of fog 

nodes to end users introduces new challenges 

related to security and access control, 

particularly in safeguarding data and ensuring 

that only authorized users can access or 

manipulate resources. This project presents a 

comprehensive analysis and practical 

implementation of security access control 

mechanisms within a fog computing 

environment. The system is designed to enforce 

strict user authentication, secure session 

management, and controlled access to data 

stored at the fog layer. It utilizes a web-based 

interface supported by a lightweight server 

framework and a scalable object storage 

backend to enable file upload, download, 

preview, and deletion operations. Access to 

these services is tightly regulated through 

robust authentication protocols and encrypted 

credential storage. The implementation 

emphasizes best practices in cybersecurity, 

including strong password enforcement, data 

isolation, and the use of cryptographic hashing 

for sensitive information. By eliminating the 

need to transmit all data to a centralized cloud, 

the system minimizes the attack surface and 

supports privacy-preserving operations at the 

network edge. The analysis demonstrates that 

with properly designed access control systems, 

fog computing environments can provide 

secure, efficient, and scalable alternatives to 

traditional cloud-based models for managing 

user data and resources. 

I. INTRODUCTION 

Introduction: 

As global data generation continues to 

grow exponentially, driven by an increasing 

number of digital services and connected 

users, the demand for efficient, secure, and 

responsive data handling has become critical. 

Traditional cloud computing, while offering 

scalability and centralized management, faces 

significant limitations, including high latency, 

excessive bandwidth consumption, and 

reduced responsiveness for time-sensitive 

applications. These challenges are particularly 

pronounced in data-intensive and real-time use 

cases, such as Internet of Things (IoT) 

deployments, autonomous vehicles, and smart 

city infrastructures, where delays in processing 

can lead to suboptimal performance or critical 

failures. 

To address these limitations, fog 

computing has emerged as a transformative 

paradigm by introducing an intermediate layer 

between end-user devices and centralized cloud 

data centres. By decentralizing computation, 

storage, and networking resources closer to the 

data source, fog computing enables faster 

response times, localized decision-making, and 

reduced strain on cloud infrastructure. This 

decentralized architecture significantly 

mitigates latency and bandwidth bottlenecks, 

making it well-suited for applications 

requiring real-time processing and high 

responsiveness. However, the shift to a 

distributed model introduces new challenges, 

particularly in the domains of security and 

access control, which must be addressed to fully 

realize the potential of fog computing. 

Unlike centralized cloud systems, 
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which benefit from uniform security policies 

and controls, fog nodes operate independently 

across geographically distributed locations, 

necessitating localized security mechanisms. 

The decentralized nature of fog computing 

complicates user authentication, authorization, 

and secure data storage, as each node must 

independently ensure data integrity and 

confidentiality without relying on a central 

authority. This introduces vulnerabilities, such 

as unauthorized access, data tampering, and 

man-in-the-middle attacks, which require 

robust countermeasures tailored to the 

distributed environment. Consequently, 

implementing effective security mechanisms at 

the fog layer is critical to safeguarding 

sensitive data and resources. The rapid growth 

of data-intensive applications and the 

increasing demand for real-time processing 

have further highlighted the shortcomings of 

traditional cloud computing, reinforcing the 

need for fog computing solutions. However, 

the security concerns associated with 

decentralization, particularly around access 

control and data protection, must be addressed 

to ensure trust and reliability in fog-based 

systems. Robust authentication and 

authorization mechanisms are essential to 

restrict access to authorized users while 

maintaining the low-latency and scalability 

advantages of fog architecture. This requires a 

careful balance between security, performance, 

and decentralization to meet the demands of 

modern applications. 

This project focuses on the design and 

implementation of a secure access control 

system specifically tailored for fog computing 

environments. The proposed system aims to 

ensure that only authorized users can access, 

upload, view, or delete files in a distributed, 

secure, and efficient manner. By addressing 

the unique security challenges of fog 

computing, such as decentralized 

authentication, data protection, and resilience 

to attacks, the system will preserve the benefits 

of low latency, localized processing, and 

scalability. The goal is to deliver a robust 

framework that enables secure and responsive 

data handling, supporting the evolving needs 

of data-intensive and time-sensitive 

applications in a decentralized computing 

landscape. 

Problem Statement: 

In conventional cloud environments, 

data generated by users or applications is 

transmitted over the internet to centralized data 

centres for processing and storage. While this 

model is functional for many services, it 

presents serious limitations in performance 

and security when applied to applications 

requiring rapid response times or operating 

under constrained network conditions. 

Moreover, centralizing data increases the risk 

of bottlenecks, latency, and exposure to 

security breaches. 

When this model is extended to fog 

computing, these challenges intensify. Unlike 

cloud servers that are professionally managed 

and secured, fog nodes can be deployed in less 

controlled environments. The lack of a unified, 

standardized access control mechanism makes 

fog nodes susceptible to unauthorized access, 

data leaks, and identity spoofing. Additionally, 

fog systems need to operate autonomously, 

making real-time authentication and 

authorization enforcement crucial. This project 

addresses the need for a locally enforced, 

decentralized, secure access control 

mechanism in a fog computing environment, 

allowing authenticated users to manage their 

data securely and efficiently without relying 

on cloud infrastructure. 

EXISTING SYSTEM: 

Most existing systems that manage 

user access control and file storage are built on 

traditional cloud architectures. They rely 

heavily on centralized authentication servers 

and cloud- hosted file systems, where users 

interact with remote servers to upload or 

retrieve files. These systems typically 

implement basic authentication mechanisms, 

such as usernames and passwords, with access 

permissions controlled by cloud service 

providers. 

Examples include cloud storage 

platforms like Google Drive, Dropbox, and 
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AWS S3, where user identities and roles are 

managed from a central database and access is 

granted accordingly. While effective in cloud 

environments, such systems are not optimized 

for edge or fog-based deployment, where 

connectivity may be intermittent, and real-time 

decision-making is essential. 

Disadvantages of Existing System: 

Current access control 

implementations have several critical 

limitations, leading to vulnerabilities, 

inefficiencies, and scalability challenges that 

undermine security and user experience. 

• High Latency: Centralized verification 

introduces delays that are unacceptable 

for time- sensitive applications like real-

time health monitoring or autonomous 

navigation. 

• Scalability Issues: Cloud systems 

cannot scale efficiently to handle 

millions of edge devices without 

performance bottlenecks. 

• Static Policy Models: Existing 

models lack the flexibility to adapt to 

context-aware, mobile, and location-

sensitive scenarios. 

• Vulnerability to Attacks: Centralized 

systems increase the risk of large-scale 

attacks due to single points of failure. 

• Poor Support for Decentralization: 

Limited or no support for distributed 

trust and authentication across multiple 

fog nodes. 

PROPOSED SYSTEM: 

The proposed system introduces a 

decentralized, fog-based access control 

architecture that performs secure 

authentication and manages data access 

independently of cloud systems. The solution 

is implemented using the Flask web 

framework for the fog node and MinIO as an 

object storage platform for file management. 

Users interact with a web-based 

interface where they can register, authenticate, 

and securely manage their data. Each 

registered user is allocated a dedicated storage 

namespace, ensuring data segregation. 

Passwords are stored securely using bcrypt 

hashing, and authenticated users are issued 

Flask session tokens for secure interaction 

with the system. A hybrid fog-cloud access 

control system is implemented that 

decentralizes authentication and file 

management by incorporating a Fog Layer 

(MinIO) and a Cloud Layer (Google Drive). 

The system architecture facilitates low-

latency, real-time file access by allowing users 

to interact primarily with the fog layer while 

ensuring redundancy and availability by 

syncing files with the cloud. It supports file 

upload, download, preview, and deletion, with 

each action secured through session-based 

authentication. Users are also subject to 

password complexity checks and file size 

validations, improving the overall security 

posture. And all file-related operations are 

managed without reliance on cloud services, 

ensuring faster, localized control and improved 

data privacy. 

Advantages of Proposed System: 

Fog computing revolutionizes access 

control by delivering robust security, enhanced 

efficiency, and scalable, low-latency solutions 

that significantly elevate user experience and 

system performance. 

• Reduced Latency: Local file access via 

MinIO avoids unnecessary round trips to 

the cloud. 

• Dynamic Access Control: 

Authentication is enforced using hashed 

credentials validated against a local 

SQLite database. 

• Seamless Integration: Fog and cloud 

storage are tightly coupled, ensuring data 

backup and redundancy. 

• User-Specific Isolation: Each user has 

their own folder and cloud directory, 

ensuring logical isolation. 

• Lightweight Implementation: Built on 

Flask, the system is fast, portable, and 

resource efficient. 
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• Secure Design: Includes secure 

password validation, session tracking, 

and input sanitization. 

Scope of the Project: 

This project centres on the design, 

development, and evaluation of a secure access 

control framework optimized for fog 

computing environments, prioritizing real-time 

file interaction and robust user authentication. 

Key components include secure user 

management with registration, login, and 

profile deletion functionalities, supported by 

an authentication layer that enforces password 

strength validation and utilizes bcrypt for 

secure credential storage. 

The framework employs MinIO on a 

local fog node to enable rapid file access and 

integrates Google Drive for seamless file 

synchronization and persistent cloud storage. 

Security is enhanced through input 

sanitization, rate limiting (e.g., capping user 

registrations), and flash messaging for 

effective error communication. The system 

features a responsive user interface with login 

and dashboard pages developed using HTML 

and Jinja2 templates. This solution is designed 

for applications in smart infrastructure, 

decentralized data networks, and industrial 

IoT, where secure, real-time access is essential 

and traditional cloud-only approaches are 

insufficient. 

II. LITERATURE SURVEY 

Introduction to Literature Survey: 

Fog computing, positioned between 

end devices and cloud data centres, plays a 

crucial role in minimizing latency, enhancing 

real-time processing, and reducing bandwidth 

usage. However, due to its distributed 

architecture and integration with diverse 

endpoints, fog computing also introduces 

serious security vulnerabilities, particularly 

concerning access control. Over the past 

decade, numerous researchers have proposed 

frameworks, models, and protocols to address 

these concerns. This chapter reviews and 

compares several notable studies on access 

control systems in fog and related computing 

environments, identifying their contributions 

and limitations. 

Review of Existing Literature: 

1. Yi, Y., Qin, Z., & Li, Q. (2019) – 
“Security and Privacy Issues of Fog 

Computing”: 
This early foundational work 

highlighted the challenges fog computing 

introduces to traditional security frameworks. 

The authors argued that authentication and 

authorization mechanisms used in cloud 

systems are unsuitable for fog environments 

due to low processing power at edge nodes. 

They proposed a lightweight authentication 

mechanism but lacked a concrete access 

control framework. 

• Limitation: Focused primarily on 

conceptual challenges without offering 

implementation- ready solutions. 

2. Stojmenovic, I., & Wen, S. (2022) – 
“The Fog Computing Paradigm: 

Scenarios and Security Issues”: 
This study introduced several attack 

vectors specific to fog computing, including 

man-in- the-middle attacks, identity spoofing, 

and data hijacking. The authors proposed 

decentralization and context-aware 

authentication as solutions, emphasizing that 

fog nodes must make independent access 

control decisions. 

• Limitation: Proposed general 

principles but not a specific model or 

architecture. 

3. Aujla, G. S., et al. (2018) – “Data 

Management in Fog Computing: 

Review and Open Challenges”: 
This paper reviewed data management 

challenges in fog computing, including secure 

access, dynamic authorization, and encryption 

techniques. The authors noted that many 

existing models fail to consider real-time 

access and role mobility—critical 

requirements in smart city environments. 

• Contribution: Reinforced the need for 

access control systems to integrate with 

data lifecycle management in fog 

architectures. 

4. Zhang, Q., et al. (2017) – “Fog 
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Computing: Principles, Architectures, 

and Applications”: 
This survey described fog computing 

architectures and proposed a layered security 

model that supports context-aware access 

control. They emphasized that fog nodes 

should handle authentication locally and 

escalate decisions to the cloud only when 

necessary. 

• Limitation: No detailed discussion on 

implementation strategies or evaluation 

of overhead. 

5. Zuehlke, D. (2020) – “SmartFactory—
Towards a Factory-of-Things”: 

Though not specific to fog computing, 

this work introduced decentralized access 

control in smart manufacturing environments, 

where fog principles are applied. It advocated 

for real-time decision-making and modular 

security layers, aligning well with fog 

computing principles. 

• Relevance: Offers design patterns 

applicable to industrial IoT-based fog 

deployments. 

6. Kocabas, O., & Soyata, T. (2022) – 
“Medical Data Analytics in the Cloud: 

Privacy Challenges and Solutions”: 
This study addressed access control in 

e-health applications, where patient data must 

be shared securely across cloud and fog 

systems. It proposed the use of encryption and 

blockchain but highlighted performance 

challenges. 

• Limitation: Heavyweight 

cryptographic operations reduce 

efficiency at fog nodes. 

III. SYSTEM DESIGN 

SYSTEM ARCHITECTURE 

 
FIG: SYSTEM ARCHITECTURE 

IV. MODULE DESCRIPTION 

In a fog computing environment, the 

effectiveness of a system is determined by the 

modular design of its components and their 

ability to function collaboratively across 

distributed layers. This chapter describes the 

functional decomposition of the proposed 

system into distinct yet interconnected 

modules, each responsible for a specific aspect 

of the security and access control framework. 

The modular architecture ensures scalability, 

maintainability, and secure handling of 

operations ranging from user interaction to 

command execution. Each module—from the 

user-facing End Device to the Cloud Server—
has been carefully designed to align with fog 

computing principles such as decentralization, 

low latency, and secure data processing at the 

edge. The descriptions below outline the 

responsibilities, interactions, and technologies 

involved in each module to offer a 

comprehensive understanding of the system’s 

architecture and behaviour. 

End Device Module: 

The End Device Module consists of 

user-facing hardware and software—typically 

web browsers, mobile devices, or thin clients—
that interact with the fog server via the Flask-

based web interface. 

Key Responsibilities: 

 Initiate requests such as user 

registration, login, file upload, and file 

download. 

 Collect input through HTML forms (e.g., 

login.html) for authentication and file 

selection. 

 Display status messages using flash 
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alerts provided by the server (e.g., login 

success, file uploaded). 

 Render the dashboard interface to 

interact with stored files. 

Features: 

 Cross-platform usability via any modern 

web browser. 

 User feedback mechanism through 

client-side scripting (password visibility 

toggle, error alerts). 

 Simple and intuitive layout for non-

technical users. 

Fog Server Module: 

The Fog Server Module acts as the 

central processing node for handling real-time 

requests from end devices. It is built using 

Flask (Python), MinIO (for object storage), 

and SQLite (for local database). 

Key Responsibilities: 

 Perform user authentication and session 

management. 

 Handle file uploads/downloads using 

MinIO as a local object store. 

 Maintain user data locally to minimize 

latency. 

 Interact with Google Drive (cloud layer) 

to synchronize files for redundancy. 

Features: 

 Lightweight deployment: Flask and 

MinIO can run on edge devices or LAN 

servers. 

 Secure file operations using 

secure_filename() and per-user storage 

paths. 

 Efficient storage model using buckets 

and folders per user. 

Cloud Server Module: 

The Cloud Server Module serves as a 

secondary, persistent storage layer, ensuring 

backup and accessibility beyond the fog node. 

It is integrated using the Google Drive API 

and authenticates via a service account. 

Key Responsibilities: 

 Automatically create a folder for each 

registered user in the assigned root 

folder. 

 Upload every file sent to MinIO to the 

corresponding folder in Google Drive. 

 Delete cloud-stored files when users 

choose to remove them. 

 Serve as long-term, redundant storage 

for auditability and availability. 

Features: 

 Google Drive integration using REST 

API (googleapiclient.discovery). 

 API calls are secure and authenticated 

using a service account JSON file. 

 Fault-tolerant operation with error 

handling and flash messaging for 

failed uploads or deletions. 

Authentication Module: 

The Authentication Module manages 

user verification, password encryption, and 

session control. It ensures only legitimate users 

gain access to file operations and enforces 

strong password policies. 

Key Responsibilities: 

 Handle registration and login using 

secure password storage (bcrypt 

hashing). 

 Enforce strong password policies (min 8 

characters, mix of upper/lowercase, 

numeric, and special characters). 

 Track login state using Flask’s session 

management system. 

 Prevent duplicate user registrations by 

enforcing a unique user ID constraint. 

Features: 

 Uses bcrypt for password hashing and 

secure comparison. 

 Session variables (session['user_id'], 

session['drive_folder_id']) for user 

context. 

 Automatic redirect to login for 

unauthorized dashboard access. 

Communication Module: 

The Communication Module manages 

the flow of data and commands between the 

end device, fog server, and cloud server. It 

ensures reliable and secure HTTP request 

handling and API integration. 

Key Responsibilities: 

 Serve static and dynamic web pages 

using Flask routes (e.g., /login, /upload, 

/delete). 

 Send and receive data from MinIO and 
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Google Drive using Python SDKs and 

REST APIs. 

 Ensure secure file transmission and 

session validation before executing 

operations. 

 Coordinate uploads to both fog and 

cloud layers without user re-entry. 

Features: 

 Handles multi-file upload with real-time 

feedback. 

 Implements retry logic for transient 

failures (e.g., permission errors on file 

deletion). 

 Flash messaging system for reliable user 

communication. 

V. OUTPUT SCREENS 

Output screens provide a visual 

confirmation that the system operates as 

expected. They also form the bridge between 

the user and the backend logic by offering 

intuitive controls for registration, login, file 

management, and session handling. The 

proposed system was developed using 

HTML/CSS for the frontend and Flask for 

dynamic content rendering. This chapter 

describes the major interfaces, and their 

functions based on actual system outputs. 

Login Screen: 

 
Registration Screen: 

 
Dashboard 

 
File Upload Interface: 

 
File Deletion and Profile Removal 

 

 
VI. CONCLUSION 

The rise of fog computing has 

revolutionized how data is processed and 

stored, particularly in environments where low 

latency and real-time decision-making are 

crucial. This project, “Analysis of Security 

Access Control Systems in Fog Computing 

Environment”, addressed the core challenges 

of implementing secure and efficient access 

control in decentralized systems by developing 

a modular prototype that integrates MinIO for 

fog storage and Google Drive for cloud 

backup. The system successfully ensures low-

latency file access and secure user 

authentication, utilizing strong security 

measures such as bcrypt for password hashing, 

session management, and file sanitization. By 

allowing real-time access control at the fog 

node while maintaining data redundancy at the 

cloud layer, the system offers both 
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performance and reliability. This project 

adheres to a modular design, making it easily 

adaptable for future enhancements. The clean 

architecture supports easy expansion for 

advanced features such as Role-Based Access 

Control (RBAC), biometric authentication, and 

machine learning-based anomaly detection. 

Through comprehensive testing, the system 

has proven to be robust, secure, and scalable, 

handling edge cases and ensuring a seamless 

user experience. In conclusion, the system 

meets the objectives of providing secure, real-

time access control in a fog-computing 

environment, and it sets a solid foundation for 

future research and development. With further 

enhancements, it can evolve into an enterprise-

grade solution for smart cities, healthcare, and 

industrial IoT applications, offering robust 

security and efficient resource management. 

REFERENCES 

[1] Aghvami, A. H., & Yazdani, M. (2017). 

Fog Computing: A Comprehensive Survey of 

Applications, Opportunities, and Challenges. 

Journal of Network and Computer 

Applications, 98, 25–43. 

https://doi.org/10.1016/j.jnca.2017.06.016 

 

[2] You, J., Wei, F., & Zhao, J. (2017). 

Security and Privacy in Fog Computing: A 

Survey. International Journal of Cloud 

Computing and Services Science, 6(3), 173-

187.https://www.sciencedirect.com/science/arti

cle/pii/S0140366418300431 

 

[3] Zhang, Y., Xiang, Y., & Shen, L. 

(2018). A Survey on Fog Computing: 

Architecture, Key Technologies, Applications, 

and Open Issues. IEEE Access, 6, 4706–
4724.https://doi.org/10.1109/ACCESS.2018.27

90980 

 

[4] Chen, X., Zhang, W., & Zhang, Q. (2018). 

Towards Privacy-Aware Edge Computing in 

IoT: A Survey on Privacy-Preserving Models 

and Algorithms. IEEE Internet of Things 

Journal, 5(6), 4803-

4814.https://doi.org/10.1109/JIOT.2018.283946

0 

 

[5] Aujla, G. S., & Kumar, N. (2018). 

Security and Privacy Issues in Fog Computing: 

Challenges and Future Directions. Computer 

Communications, 125, 89–
102.https://doi.org/10.1016/j.comcom.2018.03.

022 

 

[6] Vaquero, L. M., & Rodero-Merino, L. 

(2018). Fog Computing and Its Role in the 

Internet of Things: A Survey of Fog 

Computing Applications and Key Security 

Concerns. Future Generation Computer 

Systems, 78, 655–
662.https://doi.org/10.1016/j.future.2017.06.03

3 

 

[7] Rahman, M. A., & Saha, H. N. (2019). 

Fog Computing: A Comprehensive Survey of 

Current Research and Future Directions. IEEE 

Access, 7, 58488–
58501.https://doi.org/10.1109/ACCESS.2019.2

915593 

[8] Yoon, H. K., & Kim, S. J. (2017). A 

Survey of Security and Privacy Issues in Fog 

Computing: Challenges and Opportunities. 

International Journal of Computer Science and 

Information Security, 15(9), 46-

55.https://www.ijcsis.org/papers/2017/15-09-

04.pdf 

 

[9] Deng, R., & Luan, T. H. (2019). Fog 

Computing and Its Role in the Future Internet. 

Computer Networks, 157, 106–
118.https://doi.org/10.1016/j.comnet.2019.04.0

24 

 

[10] Rahman, M., & Hossain, M. A. (2019). 

A Survey on Security and Privacy Issues in 

Fog Computing: Challenges and Future 

Directions. Future Generation Computer 

Systems, 92, 297– 
312.https://doi.org/10.1016/j.future.2018.09.04

7 

 

[11] Xiong, J., Li, L., & Yang, Z. (2019). 

International Journal of Engineering Science and Advanced Technology (IJESAT) Vol 25 Issue 08,2025

ISSN:2250-3676 www.ijesat.com Page 377 of 378

https://doi.org/10.1016/j.jnca.2017.06.016
https://www.sciencedirect.com/science/article/pii/S0140366418300431
https://www.sciencedirect.com/science/article/pii/S0140366418300431
https://doi.org/10.1109/ACCESS.2018.2790980
https://doi.org/10.1109/ACCESS.2018.2790980
https://doi.org/10.1109/JIOT.2018.2839460
https://doi.org/10.1109/JIOT.2018.2839460
https://doi.org/10.1016/j.comcom.2018.03.022
https://doi.org/10.1016/j.comcom.2018.03.022
https://doi.org/10.1016/j.future.2017.06.033
https://doi.org/10.1016/j.future.2017.06.033
https://doi.org/10.1109/ACCESS.2019.2915593
https://doi.org/10.1109/ACCESS.2019.2915593
https://www.ijcsis.org/papers/2017/15-09-04.pdf
https://www.ijcsis.org/papers/2017/15-09-04.pdf
https://doi.org/10.1016/j.comnet.2019.04.024
https://doi.org/10.1016/j.comnet.2019.04.024
https://doi.org/10.1016/j.future.2018.09.047
https://doi.org/10.1016/j.future.2018.09.047


Fog Computing and Its Security Challenges: A 

Survey. Computer Science Review, 34, 1-

17.https://doi.org/10.1016/j.cosrev.2019.10021

1 

 

[12] Chatterjee, S., & Nair, M. (2020). Fog 

Computing and Its Security and Privacy 

Issues: A Survey. Journal of Cloud 

Computing: Advances, Systems, and 

Applications, 9(1), 1–
18.https://journalofcloudcomputing.springerope

n.com/articles/10.1186/s13677-020-00194-7 

 

[13] Liyanage, M., & Vasilenko, A. (2020). 

Security and Privacy in Fog Computing: A 

Review of Fog Security Models and Research 

Directions. IEEE Transactions on Industrial 

Informatics, 16(6), 3892–
3903.https://doi.org/10.1109/TII.2020.2973047 

 

[14] Gai, K., & Qiu, M. (2018). A Survey on 

Cloud-Fog Computing Security and Privacy 

Issues. IEEE Access, 6, 27619–
27631.https://doi.org/10.1109/ACCESS.2018.2

835544 

 

[15] Zeng, J., & Zhang, X. (2018). Mobile 

Fog Computing for the Internet of Things: A 

Survey. IEEE Communications Surveys & 

Tutorials, 20(2), 941–
967.https://doi.org/10.1109/COMST.2017.2786

799 

[16] Song, S., & Zhao, Z. (2019). 

Blockchain-Based Authentication for Fog 

Computing Networks: A Survey and Future 

Directions. IEEE Access, 7, 20298–
20310.https://doi.org/10.1109/ACCESS.2019.2

898523 

 

[17] Ahsan, M. M., & Shah, M. (2020). 

Energy-Aware Security Solutions in Fog 

Computing: A Comprehensive Survey. Future 

Generation Computer Systems, 103, 302–
316.https://doi.org/10.1016/j.future.2019.10.04

8 

 

[18] Yan, S., & Zhang, W. (2019). Fog 

Computing and Big Data: Challenges and 

Opportunities. IEEE Internet of Things 

Journal, 6(6), 9682–
9691.https://doi.org/10.1109/JIOT.2019.294186

2 

 

[19] Bouassida, M., & Bouhlel, M. (2020). 

Towards Secure Fog and Cloud Computing in 

Smart Cities: Challenges and Solutions. 

Computer Networks, 180, 

107434.https://doi.org/10.1016/j.comnet.2020.1

07434 

 

[20] Zhang, H., & Zheng, J. (2018). IoT-

Fog-Cloud Computing Systems: Security and 

Privacy Challenges. IEEE Access, 6, 22312–
22324.https://doi.org/10.1109/ACCESS.2018.2

837684 

International Journal of Engineering Science and Advanced Technology (IJESAT) Vol 25 Issue 08,2025

ISSN:2250-3676 www.ijesat.com Page 378 of 378

https://doi.org/10.1016/j.cosrev.2019.100211
https://doi.org/10.1016/j.cosrev.2019.100211
https://journalofcloudcomputing.springeropen.com/articles/10.1186/s13677-020-00194-7
https://journalofcloudcomputing.springeropen.com/articles/10.1186/s13677-020-00194-7
https://doi.org/10.1109/TII.2020.2973047
https://doi.org/10.1109/ACCESS.2018.2835544
https://doi.org/10.1109/ACCESS.2018.2835544
https://doi.org/10.1109/COMST.2017.2786799
https://doi.org/10.1109/COMST.2017.2786799
https://doi.org/10.1109/ACCESS.2019.2898523
https://doi.org/10.1109/ACCESS.2019.2898523
https://doi.org/10.1016/j.future.2019.10.048
https://doi.org/10.1016/j.future.2019.10.048
https://doi.org/10.1109/JIOT.2019.2941862
https://doi.org/10.1109/JIOT.2019.2941862
https://doi.org/10.1016/j.comnet.2020.107434
https://doi.org/10.1016/j.comnet.2020.107434
https://doi.org/10.1109/ACCESS.2018.2837684
https://doi.org/10.1109/ACCESS.2018.2837684

	ANALYSIS OF SECURITY ACCESS CONTROL SYSTEMS IN FOG COMPUTING ENVIRONMENT
	Teegala Krishna Reddy Engineering College, Meerpet, Balapur, Hyderabad-500097

	I. INTRODUCTION
	Introduction:
	Problem Statement:
	EXISTING SYSTEM:
	Disadvantages of Existing System:

	PROPOSED SYSTEM:
	Advantages of Proposed System:

	Scope of the Project:

	II. LITERATURE SURVEY
	Introduction to Literature Survey:
	Review of Existing Literature:
	1. Yi, Y., Qin, Z., & Li, Q. (2019) – “Security and Privacy Issues of Fog Computing”:
	2. Stojmenovic, I., & Wen, S. (2022) – “The Fog Computing Paradigm: Scenarios and Security Issues”:
	3. Aujla, G. S., et al. (2018) – “Data Management in Fog Computing: Review and Open Challenges”:
	4. Zhang, Q., et al. (2017) – “Fog Computing: Principles, Architectures, and Applications”:
	5. Zuehlke, D. (2020) – “SmartFactory—Towards a Factory-of-Things”:
	6. Kocabas, O., & Soyata, T. (2022) – “Medical Data Analytics in the Cloud: Privacy Challenges and Solutions”:


	IV. MODULE DESCRIPTION
	End Device Module:
	Key Responsibilities:
	Features:

	Fog Server Module:
	Key Responsibilities:
	Features:

	Cloud Server Module:
	Key Responsibilities:
	Features:

	Authentication Module:
	Key Responsibilities:
	Features:

	Communication Module:
	Key Responsibilities:
	Features:


	V. OUTPUT SCREENS
	Login Screen:
	Dashboard
	File Upload Interface:
	File Deletion and Profile Removal

	VI. CONCLUSION
	REFERENCES

